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Employer's Computer Use Policy Defeats Employee’s Right of
Privacy in Information Stored on Company Computer Used at

Home

TBG Insurance Services v. Superior Court of L.A. County (California Court of Appeal, Feb. 22, 2002)

he California Constitution protects us from “serious’

invasions into matters recognized by “well-established

social norms’ as private, when a “reasonable
expectation of privacy” exists. This right of privacy
extends to both public and private sector workplaces and,
in this era of e-mail, voicemail, and computer networks, is
frequently an area of tension between employers and
employees.

Increasingly, companies are monitoring employee
communications and activities on the job (according to a
survey conducted in 2001 by the American Management
Association, more than three-quarters of U.S. firms now
monitor employees phone calls, e-mails, internet
activities, and computer files see, http// www.amanet.org/
research/emssurvey.htm). They do so for various reasons
including security (to prevent the loss of trade secret
information), to reduce liability (for harassment and
hostile work environment claims caused by employees
exposing their colleagues to offensive material), and to
insure productivity and proper employee performance. To
reduce an employee’s reasonable expectation of privacy
and protect themselves from invasion of privacy claims,
companies that monitor should have a written policy
informing employees of the monitoring and obtain their
agreement to be bound by that policy. TBG Insurance
Services illustrates this point.
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In TBG Insurance Services, the Cdifornia Court of
Appeal held an employee’'s written consent to the
company’s monitoring policy eliminated the reasonable
expectation of privacy not only in his office computer but
his company-owned home computer, as well. The facts of
the case are as follows. TBG fired an executive for
alegedly accessing pornographic web sites at work. The
employee claimed the porno sites had simply “popped
up” on his computer and sued for wrongful termination.
While employed, the executive was provided two
computers: one for office use and one for home. He
agreed to use the computers only for business purposes
and not for persona use or “improper, derogatory,
defamatory, obscene or other inappropriate purposes.” He
also agreed his computer use could be monitored and that
his communications by computer were not private.

During the litigation, the company sought the return of
the home computer with all stored information intact. The
employee refused, offering to return the computer only
after his personal information was deleted (he admitted
the computer had been used primarily for personal
purposes and contained the details of his finances and
income taxes as well as all of hisfamily correspondence),
claming this information was protected by his
constitutional right of privacy. Thetrial court agreed with
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the employee but, as noted above, the Court of Appeal
did not.

For employers that monitor or would like to do so, TBG
Insurance Services demonstrates the power of awritten

monitoring policy. For employees subject to such
policies, it isawarning not to use company computers
for personal use, even those far-removed from the office,
if they want to keep the subjects of such use private.

About Our Firm

he business law firm of Christopher Sexton &

Associates, APC, provides an affordable solution to

the legal problems encountered by small and mid-
sized companies including the areas of business
contracts, corporate law, employment, intellectual
property, and real estate. By working closely with our
clients to avoid the lega pitfalls of doing business in
Cdlifornia, we help them prevent costly and time-
consuming litigation or regulatory action.

Whether home-based or Fortune 500, for a business to
grow and prosper its management must continuously
overcome lega challenges. Whenever a product or
service is provided, an employee or independent
contractor is hired or fired, a contract is signed, or an
industry-related statute or regulation enacted or
amended, legal problems may result.

For this reason, big businesses gain an advantage over
their smaller competitors by employing one or more
lawyers "in-house" to protect the company and manage
its day-to-day legal affairs. Such lawyers are commonly

referred to as general counsel. In contrast, the
management of smaller companies typically relies upon
its own judgment in trying to prevent legal problems,
often with less than satisfactory results. Because “they
don’t know what they don’t know,” these managers, who
may be very good at their core business, often fail to spot
legal issues that come back to haunt them in the form of
lawsuits or administrative proceedings.

The two-tiered approach of our Genera Counsel
Advantage®™ program is a cost-effective aternative to
“acting as your own lawyer.” It provides a business with
the expertise and problem-solving ability needed to
handle both routine and more complex legal problems.
For an affordable monthly fee, we assist with routine
business-related matters by, among other things,
providing telephone consultations and review and advice
on contracts and other documents. These services are
subject to certain time limitations and other restrictions
as set forth in our legal services agreement. For more
complex problems, such as drafting contracts, forming
business entities, or handling negotiations, we offer
services to our General Counsel Advantage™' clients at
reduced hourly and flat fee rates. Please contact us for
more information.

f you would like to subscribe to our free newsletter, The Business Counselor, and receive regular updates
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